Key- based renewal and sane- key renewal of certificates

Certificate renewal is d ways anissue in managing a PKl. You want the rene wal
process to be as easy as possible for bath users and admnistrators, but you also
want to naintain optimu msecurity. Wndows Server 2012 incl udes sone new

features pertainingtocertificate renewal that wll hel p wth bath aspects.

One of the newfeatures in Wndows Server 2012 Active Drectory Certificate
Serwvices is support for key-based renewal. What this does is nake it easier to
obtai n certificates whenthe conputer isinan untrusted donainor even whenit is
nat janedtoadonain a al. In nany organizations, nat al conputers are donai n-
janed You mght have sone that are nenmbers of a workgroup. Inthe past,
admunistrators were requiredtorenewthe certificates for those conputers
manually, naking for additional admnistrative overhead VWhW ndows Server
2012 AD CS as nowecertificate requests can be made online throughthe

enroll nent web services to auomaticallyrenewcertificates for conputers that
belongto a dfferent domain or forest, or are nat domain ne nbers a al.

Anot her newfeat re that we get wthths version of \WWndows Server is sane-key
certificate renewal. Thisis ani nportant security enhance nent, because
admnistrators can now require that certificates be renewed wththe sane key wth
whichthey were ariginallyissued This neans the key stays onthe Trusted
Platfor m Mbdule (TPM after rene wal. The keys can’t be exported thus naking
them nore secure. The TP Malso provides for anti-hamnering This is designedto
thwarted atte npts at brute force atacks, because the anti-hammeringlogic wil
kickinif a Personal Idertification Nunber (P N is erteredincorrectlytoo nany
tinesinarow Wen that happens, the TPMIocks and wll nat accept
subsequently P Natte npts urtil aspecified anount of ti ne has passed

Sane-key renewal isenforcedthrough the certificate tenplate. On the Request
Handlingtab of the certificate tenplate’s Properties dal og box, you si nply check
the box labeled Renew wththe sane key, as shownin Hgure 1



SubectName |  Server | lssuance Requirements
Superseded Templates |  Extensons |  Secutty
Compatibity | General | RequestHanding | Coptography

Pupose: | Signature v/
[7] Delete revoked or expired certficates (do not archive)
(] Include symmetric aigonthms allowed by the subject
| Archive subject’s encryption private key

r— Use advanced Symmetric algorithm to sand the key
~lothe CA

[V Authorize addtional service accounts to access the prvate key

[] Allow private key to be exported

[ Renew with the same key

0 smart card cerfficates, use the existing key f a
new key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this cerficate is used:

®) Enroll subject without requinng any user input

Prompt the user dunng enroliment

Prompt the user dunng enroliment and require user input when the
private key is used

| OK || Cancel || Ay || Hep

FHgurel

Wt h sane-key renewal enforced tenplates requirethat Wndows 8 and Server
2012 clients use the sane keytorenewtheir certificates. Tryingto use a dfferent
key wll result inafailedrenewal. Unfortunately, this doesn’t work wth clients
running previ ous versions of \Wndows.



